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A continuum from self assessment to 
external audit
Options depending on where you are
Take the test …

Assessing progress in digital 
preservation
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Trust and Preservation
Long time coming …
‘certified archival repository ….will be able 
to prove that they are who they say they 
are by meeting or exceeding the standards 
and criteria of an independently-
administered program for archival 
certification’ CPA/RLG 1996 

Connection to 
• Outsourcing  / business planning
• Legal place of deposit
• Accreditation (cf Archives for the 21st

Century, RCUK Policy etc)
• Credibility of ‘the new profession’
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Trust = 

(Skill*Transparency*Sustainability) TIME

Preservation Trust and E-Journals
Why would you trust a preservation service? From 10000m …

Technical know how, planning, 

standards, research, infrastructure, 

staff, industrial scale, risk assessment

open source, community ownership, 

independent audit, sharing methodologies

clarity of purpose and scope, planning

business model, rights management, 

income, regulation, succession planning, 

economies of scale and scope
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DRAMBORA

Repository audit based on risk assessment

OAIS Compliance?

DANS Data Seal of Approval

Lightweight self certification methodology for research 
data archives. 

Nestor Kriterienkatalog

Participation in distributed network for preservation, 
national basis DIN 31644

ASD-STAN LOTAR

Industry specific project to integrate OAIS with STEP to 
ensure legal verification of CAD / CAM and PDM data

Trusted Digital Repository

Criteria describing ‘trust’ in preservation

TRAC and ISO 16363

Certification of trustworthy status



DRAMBORA Method

• Discrete phases of self-
assessment, reflecting the 
realities of audit;

• Preservation is fundamentally a 
risk management process

– Define Scope

– Document Context & Classifiers

– Formalise Organisation

– Identify and Assess Risks

www.repositoryaudit.eu

http://www.repositoryaudit.eu/


IDENTIFY INTERNAL AND 

EXTERNAL CONTEXT

IDENTIFY RISKS

ANALYSE AND ASSESS RISKS

MANAGE AND TREAT RISKS

MONITOR 

AND 

REVIEW

COMMU-

NICATE

Risk Management Model
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Compliance with OAIS?

• Negotiate with for appropriate content
• Obtain sufficient control
• Determine the scope of the community
• Ensure independent utility of data
• Follow procedures for preservation
• Disseminate data to community
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OAIS Functional Model
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OAIS Information Model
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Trusted Digital Repository…

1. Compliance with OAIS

2. Administer responsibly

3. Organizational viability

4. Financial sustainability

5. Technological and procedural

6. System security

7. Procedural accountability
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Courtesy NASA/JPL-Caltech

Trustworthy Repository Audit 
and Certification (TRAC)

1. Organisational Infrastructure
Governance, Staffing, Policy Finance, 
Legalities

2. Digital Object Management
Acquisition of Content, Creation of AIP, 
Preservation Planning, Archival 
Storage, Information Management, 
Access Management

3. Technology, infrastructure and 
Security

System infrastructure, Appropriate 
Technologies, Security
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TRAC in practice

• E-journal content is a well 
developed field

• PORTICO is a commercial 
escrow agent for content

• Audit of an escrow agent 
lends credibility to it’s 
claims and business case
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The Center for Research Libraries (CRL) … 
hereby certifies Portico as a trustworthy 
digital repository.  CRL has found that 
Portico’s services … conform to the 
requirements for a trusted digital 
repository. …  CRL has concluded that the 
practices and services  … are generally 
sound and appropriate to the content 
being archived and the needs of the CRL 
community. … CRL expects that in the 
future, Portico will continue to be able to 
deliver content that is understandable and 
usable by its designated user community.

worth it’s weight in pixie dust?



ISO 16363

• Development of TRAC

• Organisational Infrastructure

• Digital Object Management

• Security Risk Management
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ISO 16939: 2011
Standard for a certification authority

‘PTAB’

Integrated framework to unify:
‘basic’, ‘extended’ and ‘formal’ certification

• ISO16363 

• DIN 31644

• Data Seal of Approval 

Initial Audits
Reports from audits

Auditor training

No specific audit facility yet
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Archives Accreditation:

• Organisational Health

• Collections

• Stakeholders

5 years to prepare for digital

Public Records Scotland
Model record plans

Sector specific
LOTAR

BIM

…

Meanwhile …

it’s not over yet!
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1. The producer deposits data with sufficient information for others to assess 

the quality and compliance with disciplinary and ethical norms.

2. The producer provides the data in formats recommended by the repository.

3. The producer provides the metadata requested by the data repository.

4. The repository has an explicit mission in the area of digital archiving.

5. The repository uses due diligence to comply with regulations and contracts.

6. The repository has documented procedures for managing data storage.

7. The data repository has a plan for long-term preservation.

8. Archiving follows explicit workflows across the data life cycle.

…

http://datasealofapproval.org/
Let’s get you going: 

Data Seal of Approval
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9. The repository assumes responsibility for access to the digital objects.

10. The repository enables the users to utilize the data and refer to them.

11. The repository ensures the integrity of digital objects and metadata.

12. The repository ensures the authenticity of digital objects and metadata.

13. The technical infrastructure supports standards like OAIS.

14. Consumers must comply with access regulations set by the repository.

15. Consumers conforms to any codes of conduct that are generally accepted 

for the exchange and proper use of knowledge and information.

16. Consumers respect the applicable licences of the repository regarding the 

use of data.

http://datasealofapproval.org/


