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A Context & motivational drivers

The National Archives

 Need to secure eternal digital
acquisitions
e Loss or impairment of heritage

 Need to acquire and secure digital
assets from parent bodies

e Loss or impairment of information assets
leading to avoidable costs

* Accountability impaired
* Avoidance of Reputational damage




A Continuity or Preservation?

The National Archives

Semi-current

E Current information Historical Information

information
Can be easily updated Information is readable Information is static
and changed and usable and cannot be changed
* Work in progress * The work's complete * In line with agreed

but is required for retention schedules

* Needs to be edited or reference purposes, we need to dispose of
updated regularly « It has long-term information
. business value - * |n line with agreed
Referred to regularly q without it we would q tetention schgedules
lose essential we need to send
_knowled_ge or information to The
information National Archives for

« It's something we're permanent archiving

required to keep

Current Continuity Archival Preservation




A risk management approach
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R1. UNDERSTANDING &
ACTION

R2. RISK GOVERNANCE

Continuity risk is not reflected
in the risk management and
information governance
procasses al eithar the right
levels or across the
organisation

R3. INFORMATION VALUE

Continuity risk Is neither
undarstood nor addressad
cohesively at either the right
levals or across the
organisation (esp. IM, IT and

1A responsibilities)

The Organisation does not
understand the nature and
value of its Information Assets
enough to be able to apply
Continuity risk managerment

R6. BUSINESS SYSTEMS,
STRUCTURES & PROCESSES

Existing, lngacy or future
organisational business systems,
SIRUELUMES AN PIOGESSES 00 nol
maintain Sonfinuity to Information
Assats over lime or through
organisational change

R5. IT SYSTEMS &
PROCESSES

R4. IM SYSTEMS &
PROCESSES

Existing, legacy or future IM systems
and processes do nol mantain
Continuiy to Information Assats over
time ar through change

Existing, legacy or future IT systems
and processes do nol maintain
Continuity to Information Assels ovar
time or through technological changs

RY. CONTENT ks oBBOLESCENT . NCOMBLTIBLE A1, aLE
ar.conext || F8 conTExt || & ConTEXRT PROVERfNGE TECHNOLOGY R14. mis access || THEVENTRS TEcHnoLoty || msurmcient || IEETIEIENT
Py L SEPARATED || R10. CONTEXT || R11. CONTENT | mamTamED The TECHNOLOGY | ResTRICTIONS . Anfmfgﬁun CONTEXT .
i Informaticn , Infarmation Managerent B sset format Thars is There is
Required Informaticn Contexi | information || _Information || FEvEnance Assat farmat The ofencryption [| "Morrmation connatne insfficient inzuffciant
Iné?’:‘nr::l:c}n Conbext / Matadata and Context / Conbent [Data) al':»uul the cannat be Infarmation and file-hevel hll::i:tsa used wglhdlhe Information rn?.”'eﬂlftnlwe
=L Metadata is Infarmation Matadata is is hast over . accessad by Asset is passwords for b requirel Context P 8
Matadata is ) o aintained || Content (Data) || tost over time time: o Information svaisbla locked in o a tha struciurally functionality fl yreiadaia e | 9ata to st
absent at owear time or arm separated o thraugh through Ms;et I? net _technology spacific Infarmation complax by available understand 1 =
crealion | through ower time or changs changs mamainad (infrastructure, § jachnology / Asset are not digital formal tschnology the authenticity of
captura change through ower fime or platiorms, vandor maintained _ooran. {infrasruciure, Infarmailan the
chan through applications inaccassibla platforms, Assat Information
8 change atc) location applications} Asaat

R22. FAILURE IN THE USABILITY OF THE
INFORMATION ASSET

Infarmation cannot be used as needed with
the available technology, cannct be
understood without its context or cannot be
trusted as authentic

R20. FAILURE IN THE INTEGRITY OF THE
INFORMATION ASSET
Informaticn is partial: missing crucial
metadata, content or context

R21. FAILURE IN THE AVAILABILITY OF
THE INFORMATION ASSET

Information cannot be located or cannot be
opened with available technology




A Organisational risk 1
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 Risk 1 Understanding & Action

Continuity risk is neither understood nor
addressed cohesively at either the right levels or

across the organisation (esp. IM, IT and IA
responsibilities)




A Organisational risk 2
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e Risk 2 Risk Governance

Continuity risk is not reflected in the risk
management and information governance

processes at either the right levels or across the
organisation




A Organisational risk 3
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e Risk 3 Informational Value

The Organisation does not understand the nature
and value of its Information Assets enough to be

able to apply Continuity risk management




A Process risk 1
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* R4 IM Systems and Processes




A Process risk 2
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« R5IT Systems and Processes
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A Process risk 3
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« R6 Business Systems, Structures and
Processes
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A
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Operational risks - 7to 12

RY7.
CONTEXT
ABSENT

Required
Information
Context /
Metadata is
absent at
creation
/capture

R8.
CONTEXT
NOT
MAINTAINED

Information
Context
/Metadata is
not
maintained
over time or
through
change

R9.
CONTENT &
CONTEXT
SEPARATE
D

Information
Context
/Metadata
and
Information
Content
(Data) are
separated
over time or
through

R10.
CONTEXT
LOST

Information
Context
/Metadata
IS lost over
time or
through
change

R11.
CONTENT
LOST

Information
Content
(Data) is
lost over
time or
through
change

R12.
PROVENANCE
NOT
MAINTAINED

Provenance
/Audit data
about the
Information
Asset is not
maintained
over time or
through
change

change




A Operational risks - 13to 16
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R13. R14. R15. R16.
OBSOLESCENT TECHNOLOGY ACCESS PREVENTING
TECHNOLOGY LOCK-IN RESTRICTIONS DISCOVERY

The Information The Management of | The Information
Asset format Information encryption and | Assetis hidden

cannot be Asset is file-level in a structurally
accessed by locked into a | passwords for the | complex digital
available specific Information Asset | format or an
technology technology are not inaccessible
(infrastructure, Ivendor maintained location
platforms,
applications
etc)




A
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Operational risks - 17 to 19

R17.
INCOMPATIBLE
TECHNOLOGY

Information Asset
format cannot be
used with the
required
functionality by
available technology
(infrastructure,
platforms,
applications)

R18. INSUFFICIENT
CONTEXT

There is insufficient
Information Context

/Metadata to understand

the Information Asset

R19. INSUFFICIENT
PROVENANCE

There is insufficient
audit /provenance
data to trust the
authenticity of the
Information Asset




A Continuity Failure Risks 1
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CONTINUITY FAILURE

R20. Failure in the Integrity of the
Information Asset

Information Is partial: missing crucial
metadata, content or context




A Continuity Failure Risks 2
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CONTINUITY FAILURE

R21. Failure in the Availability of the
Information Asset

Information cannot be located or cannot
be opened with available technology




A Continuity Failure Risks 3
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CONTINUITY FAILURE

R22. Failure in the Usability of the
Information Asset

Information cannot be used as needed
with the available technology, cannot
be understood without its context or
cannot be trusted as authentic




The National Archives

A risk management approach

RT. CONTEXT
ABSENT

Raquirad
Informaticn
Context §
Metadaia is
absent at
creation |
captura

RB. CONTEXT
HOT
MAINTAINED
Information
Conbext /
Metadata is
not mamntained
ovar time or

through
change

R20. FAILURE IN THE INTEGRITY OF THE

Informaticn is partial: missing crucial
metadata, content or context

R1. UNDERSTANDING &
ACTION

R2. RISK GOVERNANCE

Continuity risk is not reflected
in the risk management and
information governance
procasses al eithar the right
levels or across the
organisation

R3. INFORMATION VALUE

Continuity risk Is neither
undarstood nor addressad
cohesively at either the right
levals or across the
organisation (esp. IM, IT and

1A responsibilities)

The Organisation does not
understand the nature and
value of its Information Assets
enough to be able to apply
Continuity risk managerment

R6. BUSINESS SYSTEMS,
R5. IT SYSTEMS &
PROCESSES

R4. IM SYSTEMS &
PROCESSES
Existing, lngacy or future
organisational business systems,
SIRUELUMES AN PIOGESSES 00 nol
maintain Sonfinuity to Information
Assats over lime or through
organisational change

Existing, legacy or future IM systems
and processes do nol mantain
Continuiy to Information Assats over
time ar through change

Existing, legacy or future IT systems
and processes do nol maintain
Continuity to Information Assels ovar
time or through technological changs

RIZ. R13- R16,
RA, CONTENT P OBSCLESCENT i
& CONTEXT PROVERfNGE TECHNOLOGY R14. mis access || THEVENTRS
SEPARATED || mio.conText [| 11 content || mamTamen The TECHNOLOGY || RESTRICTIONS
Information LosT LosT ) Information LOCKAN Managerent The
Context / Infarmation Infarmation Pm:l?:;c: ! Aﬁ:zmﬂi The of encryption In::srsn:til:n
ool el el e | It R el e
Cantent (Data) ot v i time: o Information avaiabla ockedintna B0t stusturaly
arm saparatad or thraugh through Assat lg nct _technalogy “specific Infarmation complax
owar time or changs change ?v::ﬁr:gr [In;:m:m. technology ! Assat ore not nlgi‘:ll_ g:lrmm
:Il:glr-llgh through applications vendar maintained inaccessible
8 change atc) locathon

R21. FAILURE IN THE AVAILABILITY OF
THE INFORMATION ASSET

Information cannot be located or cannot be
opened with available technology

INFORMATION ASSET

STRUCTURES & PROCESSES

RIT.
INCOMPATIELE
TECHNOLOGY
Infarmation
Azset format
cannat be
used with the
requirad
funetionalily
By available
tachnology
{infrastructure,
platforms,
applications }

R1E.
INSUFFICIENT
CONTEXT

Thera is
insufficient
Information

Context !
Meladata o
undaerstand

th

L]
Information
Assat

R19.
INSUFFICIENT
FROVENANCE

There is
insufficiant
audit {
provenance
data to frust

the
aulhenlicity of
the

Information
Assal

R22. FAILURE IN THE USABILITY OF THE
INFORMATION ASSET

Infarmation cannot be used as needed with

the available technology, cannct be
understood without its context or cannot be

trusted as authen
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A Vision
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Import

Windows File
Store

Future Records
Management
Application

Current
Records

|

Management
Former Application / EXport
Records
Management
Application ’ i
Import Transfer | ~TChIve
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For more information and advice
please contact us at:

rmadvisory@nationalarchives.gov.uk
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