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- Motivation: Risk Impact

e Damage to or loss of our digital assets

e Loss of access, understandability and authenticity
e Statutory or regulatory breach

e Deterioration of product or service quality

e Damage to reputation

e Damage to financial viability

 On public well-being

 On repository staff

 Environmental damage
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Risk

IS uncertainty of outcome
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Digital Preservation

The series of managed activities necessary to
ensure continued access to digital materials
for as long as necessary.

Beagrie & Jones

How do you determine which action to take?
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Digital Preservation

Proactive

to our digital assets :
preservation

rom becomin

Deal with issues when they arise

Risk Management

.
conservation

Reactive

Risk: may happen

** negative impact - threat

+*» (positive impact - an opportunity)
Issue: has happened
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Digital Preservation

e (Central function: Risk Management

Residual Preservation Risk/\

Preservation Risk prioritize Preservation Action

k’ Preservation Issue \/

A support function for the overall organization

* |Integrated into the organizational flow
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Risk Management — Familiar Terrain

Risk Management — Principles and Guidelines: e.g. ISO 31000

Information Risk Management &
Information Assurance Maturity Model IAMM

Digital Continuity
— e.g. TNA Risk Assessment Handbook

shndqu Admimistrafion

@ HM Government
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Risk m
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Risk Management Process

TIMBUS

TIMELESS BUSINESS ¢

Establish the
| context [
,/,, v \\\\
7| Identify risks |=_
,/, ”,”’ - \N\\~ \\\\
/’ ,/’ : \\\\ \\
,,/ ”,¢ m l ~\~\ \\\
Communi | /.-~ g . s | Monitor
ol 7 Analyse risks N
I g1 Analyserisks | | 3 and
RN 7 (individual) e )
consult S < e review
\\\ \\\\\ x l ’z” //,
\\ \\\x '1, a”’ /,
\\ ~~\\\\ . //,a’ ,,/ A
~-.| Evaluate risks | ,_-f
(aggregate)
\\ v /,/
\\ ,/
1 Treatrisks [

www.dpconline.org




I N

‘.

DigitalPreservationCoalition

TIMBUS

Risk Management Process
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Risk Management Process
Preservation gy 1

Characterization

Communi
cate and
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Risk Management Process
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Risk Management Process
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Risk Context - Dimensions

ch pe ASS@tS
O Stakeholders Activities
Quality
Expectations Objectives Functions
O Mandate \
Assumptions
Constraints Policy
(PESTLE)  ¢mmm 23nd

Strategy
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Risk Context: Scope

e A web page as a stand-alone object
e Considering the links into it and out from it
e A semantically coherent

SEt Of ||nkEd Web pageS 6 external environment :
 Adigital entity residing on i
a server 4 server
e A website as an entity within 37 Mah '”'Ié'/
an administrative setting
. P ntarnad ueaa, 1
A website as part of an Cy N eage

external environment
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The Context: The Bigger Scope

ORGANIZATIONAL INFRASTRUCTURE ..., 3-1
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4.1 INGEST: ACQUISITION OF CONTENT ..o,
4.2 INGEST: CREATION OF THE AIP......coooe,
4.3 PRESERVATION PLANNING ...
4.4 AIP PRESERVATION. ...
4.5 INFORMATION MANAGEMENT ...
4.6 ACCESS MANAGEMENT ...

INFRASTRUCTURE AND SECURITY RISK MANAGEM

5.1 TECHNICAL INFRASTRUCTURE RISK MANAGEMENT ..o e
52 SECURITY RISK MANAGEMENT ..o oooe oo,
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Preservation Goals => Objectives
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Authentication

Format strategies

Media management / Viability
Secure storage / Fixity
Documentation / Understandability
Description ,»"/ Identity
Capture Availability
Selection

Means Preservation Goals

nline.org
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"he Context: Preservation Functions

RA
An intellectual context for the work: DP‘N\I\BO

Commitment to digital object maintenance @O

Organisational fitness O

Legal & regulatory legitimacy @) g
Effective & efficient policies @ Object g
Acquisition & ingest criteria O i Sl ;@I
Integrity, authenticity & usability O psite %
Provenance O e <

Technical
Infrastructure
& Security

Organisational
Infrastructure

Dissemination O

Institutional Context

Preservation planning & action O

Adequate technical infrastructure O

(CRL/OCLC/NESTOR/DCC/DPE meeting, January 2007)
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Risk Identification: Breakdown
Structures and Prompt Lists

* Technological
* Physical

* Organisational
* Socio-cultural
* Legal

Economic
Financial
Political
Contractual

Environmental

SRAMBORE

www.dpconline.org
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Risk Identification: Sources

—
No Support

Unmanaged Growth -
=

< eplorsio e >
Risk sources Digital -
Environment

I ON
Y

Access Inhibitors
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Risk Identification:
Vulnerabilities and Sources
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Process Software faults
Software obsolescence
Data Media faults
Media obsolescence
Vulnerabilities Hardware faults

Infrastructure | Hardware obsolescence
Communication faults
Network service failures

Disasters Natural disasters
Human operational errors
Attacks Internal attacks
External attacks
Threats Management | Economic failures

Organizational failures

Legislation Legislative changes
Legal requirements

Table 1. Taxonomy of vulnerabilities and threats t¢ digital preservation.




TIMBUS

DigitalPreservationCoalition

0

Ou

TIMELESS B

Risk identification

R1. UNDERSTANDING &
ACTION

TNA

RZ. RISK GOVERNANCE

Continuity risk is not reflected
in the risk management and
information govermance
processes at either the right
levels or across the
organisation

R3. INFORMATION VALUE

plake:

Continuity risk Is neither
understood nor addressed
cohesively at either the right
levels or across the
organisation (esp. IM, IT and
14 responsibilities)

The Qrganisation does not
understand the nature and
value of its Information Assels
enough to be able to apply
Continuity risk management

RE. BUSINESS SYSTEMS
STRUCTURES & PROCESSES

Existing, lagacy or future
arganisational business systems,
sIFUELURES A PrOcRsSEs B0 nob
maintain Confinuily to Information
Aszeats aver time or through
argansational change

R4_IM SYSTEMS & R5.IT 8¥STEMS &
PROCESSES PROCESSES

Existing. legacy or future IM systams
and processes do nol maintain
Continuily to Information Assats owar
time ar throwgh change

Existing, legacy or future IT systems
and processes do nol maintain
Continuity to Information Assels ovar
time or through technological change

RS, CONTENT Tz OBSOLESCENT b INCOMPATIELE A1, FHE
a7, conTexT || - CONTEXT & CONTEXT PR rNCE TECHNOLOGY R14. R1B. ACCESS o TecHnoLogy || msurmcient || MEUFRICIENT
) HOT SEFARATED R10. CONTEXT R11. CONTENT TECHNOLOGY RESTRICTIONS N i CONTEXT
ABSENT MAINTAINED LoeT MAINTAINED The LOCKAN Information
i Information LosT B , Information Managemant The Asset format Thare i There is
Requirad Information Conbaxt § Information Infarmation x‘«';ll;l:;'i@' Assat format The of piion Infarmation cannal b InsUMelent insufficiant
Irg?‘rnnt::‘ﬁn Caontaxt / Matadata and Context | Contant (Data) al:lwl l:h: cannot be Information and file-level hlﬁ’gi?\t;fs used w!lhdlha Information rn?.uua?llstanl'wp
. Matadata is Information Matadata is is lost aver . accassad by Assat is passwords for : raquira Contaxt / [ “
Matadata is  § oo maintained | Content (Data) | lostover ima time of Information avaiabla locked in 1o a the structurally functionaiy  § yieiadatate | 9312 b0 st
absent at ovar fima ar ara saparated o through thraugh Msﬁﬁt I? mat techinalogy spacific Infarmation complex by available undarstand “1?
craalion ! through ower lime or Chan change maintained (infrastructura, tachnalogy { Assal are not digital format tachnalogy the authenticity of
captura change \hrough g8 over tima or atforms, vardor maintainad . oran {Infrasbruciure, |nformatlan the
chan through applications inaccessible platforms, Assal Information
g8 changs atc) location applications} Asset

R22. FAILURE IN THE USABILITY OF THE
INFORMATION ASSET

Information cannot be used as needed with
the available technology, cannot be
understood without its context or cannot be
trusted as authentic

R20. FAILURE IN THE INTEGRITY OF THE
INFORMATION ASSET
Information is partial: missing crucial
metadata. content or context

R21. FAILURE IN THE AVAILABILITY OF
THE INFORMATION ASSET

Information cannot ba located or cannot be
opened with available technology
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Risk Analysis

Determine

Probability a

Impact — of the identified risks

( P rOX| m Ity) — i Establish Definitions Early in Program Life Cycle

1 ; Moderate High High
Calculate severity : o e -
Low P Hi
Consequence
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Factors Influencing Risk Impact

Risk of loss Opportunities for access
Future rarity Alternative access provision
Alternative storage provision Revenue
Heritage value User need

Mandatory requirement User demand
Legal deposit obligation Risk to physical collections
Existing external commitment Remote access

Strategic considerations Doability

Opportunity & timing Effort
Size & rate of growth Freely available

Operational improvements

Our digital memory accessible tomorrow www.dpconline.org
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Risk Impact Influenced b

e relevancy to the organization's collection(s);
e significance (essential, desirable, ephemeral);

e archival role (primary archives for resource, informal agreement
for full or partial capture, other);

 maintenance (key indicators of good site management);
e redundancy (captured by more than one archive);
* risk response (time delay and action based on test notifications);

e capture requirements (complexity of site structure, update
cycle, MIME types, dynamic content, and behaviour indicators);

e size (number of pages, depth of crawl required, etc.).

Our digital memory accessible tomorrow www.dpconline.org
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—“Risk E\Jaluatlon ;

* Lookat all risk as an aggregate 5 -,‘
Detefmir s |
:r I_‘S (fosi
P,robai)lli,ty
dmpac F.: Qb%Ctl\’eS
r"'(Proxi ity) Policyanjd Strategy
! ": Organls tional rlsk
aICuf" tesevemty

Identii‘n_eﬂumiactlon
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Risk Treatment Options

Accept
accept the potential risk
Reduce

implement controls to lower probability or impact of the risk
Avoid

eliminate the risk cause and/or consequence
Fallback

Put in place alternative action for when the risk materializes
Transfer

compensate for loss, such as purchasing insurance

Our digital memory accessible tomorrow www.dpconline.org
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““Example Risk Assessment:
The British Library 2007

Available
online

This friaritication
- il
rﬁ:—?i Crigeal Dhmm.';ir:n;ﬁ:_:nﬁ EONERNE b wif] by
Lira ik o COMin gy T N spstem, Iy g e ot gosied into The Sritigh
198 Based peon the - mn'm“‘“!mw and the fipg ﬂ_ﬂg:l;hd ARG woghy,
Infnnml.m.l availa S=ation way I'"E'ﬁn:t
bie thig

Our digital memory accessible



DigitalPreservationCoalition

TIMBUS

TIMELESS BUSINESS @) @

How much information do we need?

o

Unsatisfactory |Bit stable |Content stable Archival storage
storage storage storage
Hand-held Images Content has been | Automatic check
carriers have been |QAed for corruption via
transferred checksums
on Metadata has
managed been produced Automatic
hard disk and QA'ed replication over
storage _ remote locations
File formats have
Storage is | been identified Digital signatures
backed up

Representation
Information has
been deposited

Integration with
Primo / ILS
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Tools to Help

@ Risk management:

e Drambora (The Digital Repository Audit Method Based
On Risk Assessment) : self-certification

Our digital memory accessible tomorrow www.dpconline.org




‘ o DigitalPreservationCoalition Define Audit
g Purpose & Scope
Formalise Staffing

> and Roles

e Digital Repository Audit Method '

Based On Risk Assessment C'“<
* Online interactive tool Formase
* Developed by the ——
Digital Curation Centre (DCC) and o
Digital Preservation Europe (DPE) Fomaise
e |dentify, assess, manage, and : l.-
mitigate risks Activties & Assets

* Risk ontology

Our digital memory accessible tomorrow
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DRAMBORA interagtive. 2 ooy e D] W TIMBUS

TIMELESS B

0

Active Repository: [Florida Digital Archive at University of Florida :] [ Update ]

Register for DRAMBORA DRAMBORA Online Tool :: Assessment Centre :: View Risk

Logged in: Andrew McHugh | Audit Home | Mandate View | Constraints View | Objectives View | Activities View |
| Risks, Risk Assessment and Risk Management View |
® Auditor
® Business Manager =. o .
» Data Liaison Officer . ) ) o o ; Hidentified risks
Use this page to navigate between the various related characteristics of this single risk. You can
at: Florida Digital Archive at  select alternative risks using the selection panel on the right hand side of the screen.

; ; : . . . ,
University of Florida Budgetary reduction (Repository's

-
Risk Name: 3 operational budget is reduced) |
Last Login: 28 Nov 2008 Budgetary reduction

® Enforced cessation of repository

Log Qut o A operations (Repository is forced to
|

cease its business activities.) =

Home
Potential ; T T
online Help Impact*: Medium (to Organisational Wiability)
User Admin Hdefined activities

Probabi®: g
Before the Assessment

Assessment Centre

Severity: Hdefined objectives
Report Results 48%
LEEgh RS ] l?iSk Repository's operational budget is reduced Ay e ined T oneteaints
Get Expert Help Description:
Download Offline Risk

: e Local recession provokes budgetary reduction of government 4y
Version vulnerability: financed repository Hdefined mandate

Submit Feedback

Risk ]
;i Budgetary reduction to Enforced cessation of repository operations
DRAMBORA Training Relationships: (Cor;tagio-us)L ' : 3 F g Hassessment progress
About
Objectives Nature of Physical Environment: i =
- Risk: Slsaved snapshots
Beneafits Personnel, Management & Admin Procedures: s
The DRAMBORA Team Operations & Service Delivery: b 4 B guarter 3, 2008 (8th Oct 2008)
Dissemination Hardware, Software or Communications Equipt & Facilities: 3§
DRAMBORA Users
Risk "
Repository Management
Owner(s):
F ti 1
g Supporting Functional Classes
Class(es):
Mz “ommitment to Digital Object Maintenance, Organisational
Fitness
Linked to :
Management

Strategy(ies): de0n|ine.Org
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Tools to Help

@ Risk Management:

e Drambora (The Digital Repository Audit Method Based
On Risk Assessment) : self-certification

e TIMBUS project: ERM (Enterprise Risk Management)
tools extended to digital preservation

www.dpconline.org
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TIMBUS

Risk and Business Continuity

Digital Preservation
Management

Representation

Information
Y T

Files =m) Data

Software

Services =) Processes

VI 4

Hardware

Cloud
computing

Semantics
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TIMBUS Task 4.1 ERM

* |ntelligent Risk Management

TIMBUS o

 Automating risk detection and response

e Learning from previous
situations

e Reasoning from context

e Complete business modelling, including IT
systems, legal constraints, etc.

Rather than DP focus alone

Our digital memory accessible tomorrow www.dpconline.org




TIMBUS

TIMELESS BUSIMESS &) &) (8

DigitalPreservationCoalition

Tools to Help

@ Risk management:

e Drambora (The Digital Repository Audit Method Based On Risk
Assessment) : self-certification

e TIMBUS project: ERM (Enterprise Risk Management) tools extended
to digital preservation

e TRAC/TDR: framework for establishing certified trustworthiness

Our digital memory accessible tomorrow www.dpconline.org
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4.4.1 The repository shall have specifications for how the AIPs are stored down to the
bit level.

Supporting Text

This is necessarv in order to ensure that the information can be extracted from the AIP over
the long-term.

mples of Wavs the Repository Can Demonstrate It Is Meeting This Requirement

Documentation of the format of AIPs; EAST and DEDSL descriptions of the data

Representation Information must be available for each AIP and must
to the AIP. Often, repositories are tempted to describe AIP conten
where a program will then be used to convert the information to a
their Designated Communities. However, if those programs ever

information would be lost in all the AIPs that relied on that program_

Our digital memory accessible tomorrow
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Tools to Help

@ Risk management:

e Drambora (The Digital Repository Audit Method Based On Risk
Assessment) : self-certification

e TIMBUS project: ERM (Enterprise Risk Management) tools extended
to digital preservation

e TRAC/TDR: framework for establishing certified trustworthiness
@ Contextidentification: DROID, JHOVE, FIDO, FITS, file, ...

e Assess the characteristics of your digital assets

Profile your collections
@ Risk treatment planning: Plato
@ Risk treatment: A variety of preservation and QA tools

Our digital memory accessible tomorrow www.dpconline.org
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Thank you
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