THE

NATIONAL i

ARCHIVES B Intellectual_Control [ll Benderability

Introducing DIAGRAM: The II

Digital Archiving Graphical
Risk Assessment Model

Hannah Merwood and David
Underdown

. 17 July 2020
Engineering and
Physical Sciences @ HERITAGE

Research Council FUND

WARWICK .

TTTTTTTTTTTTTTTTTTTTTT




DIAGRAM Bayesian Network

&\Physncal D|saiqf)
Korage Med|/) ¢ Technical_Skills

@p_a nd_Refrgglf)

_____.-—-—-—-———-—--._.__h___“
_Op_Environment >

Norage_lifg:) Obsolescence

Tech Metadab

<Eit_Preservat_!on '
Renderability: The object is a sufficiently

B

Digital_Object

Ql'e_Forr?‘Eg}

~ B
QREI_S._to_Rende[_/

—

=

I 1ai I Renderablm
useful representation of the original file. RS
Intellectual control: Having full knowledge Shitaﬂ preservatich

of the material content, provenance and
conditions of use.

outcomes

Info_Management

< Content_M etadata O

¥

&\E?_ndltlﬂns of l_J;_’,) /ldentlty

‘System_Security

' '
\\‘Erjecksum

THE

NATIONAL

ARCHIVES




Data sources

Expert elicitation session, held in April 2020 with 22 participants from 10 different UK

institutions involved in digital archiving and/or digital preservation.
- Data from the 2019 JISC digital skills survey, answered by over 300 UK archive professionals.
- Data from TNA on file formats by digital object type.
- Data from cloud data storage providers on access and durability.

- Data from gov.uk on the long-term flood risk of UK postcodes.
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Comparing two policies

40

20

Policy2

10

Policy1

‘Policy1’ has a score 30
‘Policy2’ has a score of 34

Overall ‘Policy2’ is better than ‘Policy1".

'Policy2’ has a higher score for renderability,

however 'Policy1’ has a higher score for
intellectual control.
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Risks mapped to OAIS Functional Entities

Preservation Planning

Technical Skills System Security Tools to Render

Obsolescence File Format Physical Disaster

Data Management

Ingest Access
Information Management Digital Object N
Checksum Content Metadata Technical Metadata Conditions of Use
Identity
Archival Storage
Bit Preservation Integrity Storage Medium
. THE
Storage Life Operating Environment
Replication and Refreshment NATIONAL
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https://nationalarchives.shinyapps.io/DIAGRAM-dev/



https://nationalarchives.shinyapps.io/DiAGRAM-dev/

s L Create your mod
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DIAGRAM

Important note: This model is still in development

There will be further userinterface changes and additional fundtionality added a= the project progresses. Any feedback to inform the future development would be welcome - please send your comments to a member of the project team.

sout the project please see our project

” DiIAGRAM - The Digital Archiving Graphical Risk Assessment Model
B + Version 0.9.7 (Prototype)
5 < Thiz is the Digital Archiving Graphical Rizk Aszeszment Model [DiAGRAM) built by the University of Warwick and The National Archives with support from the Mational Lottery Heritage Fund and the Enginsering and Physical Sciences Research Council. For more information about the project please see our project page.

Before using the tool for the first time, we would advise you to read the presentations from cur online workshop with the Digital Preservation Coalition, where there iz also an exercize sheet you can work though.

Introduction

‘Create your mi

hivist has full intellectual control.

il 2020 were uzed to inform the

Thiz decision suppert tool enables users to score their srchive's digits| praserstion risk snd then explors how this would change under differant policies snd risk scenarios. The risk scare is bazad on the propertion of files in the srchive that re rendarsble snd where the srchivist has full intsllectus! contral

The underlying methodology uzed to create this model iz based on a Bayesian network - 5 probabilistic graphical model that captures the conditional dependencies of risk events. When historical data were unavailable, data from an expert elicitstion session conducted in April 2020 were used to inform the probabilities needed for this model.

Thiz interface enables uzers to:

Understand the rizk definitions uzed in the model and haw the risk svents are linked together
Crests = model that reflacts the policies 3nd practices for their Digitsl Archive

Test alternative policies to see how this impacts the risk score

Download the model and a summary of the results

Upload a pre-built model and continue exploring scenarios from there

Updste the probability tables for the model bazed on the uzer's own data or experience
Creste bespoke scenarios by directly manipulsting the probabilities uzed inthe model
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Guidance

Definitions : Thiz pags has a vizualization of the underying netwark of digital preservation risks and allows you to see the full definitions, ststes and dsta sources used for each 'node’.

1. Create your model : This zoes through 3 questions to creste 2 risk model and s score which i bssed on the user's srchive and pelicies.

Recommendations : Thiz page looks at the impact changing each of the answers to the input questions would have to the risk score.

2. Compare policies : Create and save different policies and sz how the risk score changes.

3. Advanced customisation : This tsb sllows users & edit the marginal snd conditionsl probabilities in the model directly. This sllows for users to input their swn dsts for any nods within the model or creste scenarios by sltering conditionsl probabilities.

4. Report: Thiz contsins s summary and comparizon of the policies for each model, and allows the medel and plots to be downleaded.
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Wecommendations

Definitions

Ll 2, Compare policies

! 3. Report i L.
MNode selection Node description
%" Advanced customisation Definitions: & diod basic level of tion of digital
. . N efinition: A term used to denote a very basic level of preservation of dig it
Please select a node from the menu to view its definition. _ e e e yhasic Vel ol preservation ot digita’ NodeState  State Definition
resource as it was submitted (literally preservation of the bits forming a digital _ ) )
resou rc='l Activities may include maintaining onsite and offsite backup Ves he bitstream is preserved.
copies, virus checking, fixity-checking, and periodic refreshment to new No The bitstream is not preserved,

) ) torage media.
Bit_Preservation srorags
Data source: Deterministic mostly but includes elicited data too

Data collected: April 2020

DIAGRAM structure

|g|tal Objecﬁ)

/TN

{Op Enwronmenb Hep and Flefres?} thsu:al Dlsasteb @torage Medmm) (Techmcal Sk|lls} fHE_:_Forr_nai) \ Content Meladala; dnf_o Managemenp Syslem Secumy} ’Checksun‘p

- —_ T P T A A —— 7T — -
(Storage_Life) Obsolescence ‘ (Tools_to_Rendep Conditions_of Use (Identity ) (Integrity )
’ | 5
- [— N/
,H& {--_-_::__-—_;_ ,___ ___--:' IIII| --_-_\_ _l{----
Bit_Preservation (Tech M etada:@/;" (ntellectual_Control
(ﬁ;nderabljl_i@

Definitions page, showing details of the Bit_Preservation node NATIONAL
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[1 Recommendations

Definitions

L&l 2. Compare pol

Mode selection Mode description
. . . Definition: A unique numerical signaturs dreived from a file that can be used niti
Please select a node from the menu to view its definition. e A Linique humencal , Node State State Definition
to compare copies (definition from the DPC handbook:
i Yes We have a checksum from the depositor.

https://wwew.dpconline.org/handbook/glossary). A checksum is needed to

ensure integrity of the digital object.

%" Advanced customisation

We do not have a checksum from the depositor but

Self_Generated
generated one curselves instantly upon reciept.

Checksum - o )
Data source: Loossly bazed on JISC digital skills survey results
Mo We do not have a checksum or have only generated
Data collected: 2019 one post-ingestion.
DIAGRAM structure
q Dlgltal Ob]ect P
(_'_'_'_'db_Emmn_mem > QHep and_Refresh (Physical Disaster) (Storage Medum™> (Technical Skils> (Flle_ Format ) (Content_Metadala> CTnfo_Management> (System_Security> (Ghecksum)
—— —, - — T —— m——r e et ,.—-“?_ | -~ -_,-‘J =t l, e —— — — - T—— = -
y ‘ \ / \ // / /
s Y~ Vo / v N/ N
¢ Storage_Lite ) ¢ Obsolescence ) ( Tools_to_Render > < Conditions_of_Use > ( Identity " Integrity )
. [ kY -
LY
J l | \ g
. S )/
u _ ‘ — / oL
QBII Preservatlon o Tech Metadata a’ jf Intellectual_Control
S~ /

(Renderability )
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Definitions page, showing details of the Checksum node
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The resource poor, but skills rich, archive

At our digital archive, we have

some very skilled and passionate members of staff but increasingly strained resources
an already fairly substantial digital collection and we are finding it hard to keep on top of everything,
a need to prioritise which preservation activities will have the most impact

on top of that, there is a budget review coming up shortly and we will have to make a strong case if
we don’t want to see our funding reduced further.

THE

NATIONAL

ARCHIVES




Question 1 - Technical Skills

#& Home

& 1 Create your model

Create your model

1. Technical_Skills
Please answer the following question:

How would you rate the digital preservation technical skills within your archive? Questions to consider when answering include...
Does capability exist within your organisation to carry out file format migration, software emulation, and data recovery from
damaged/obsolete media? Do staff have the skills to investigate and manipulate data, including the ability to make pivot tables in
Excel and/or basic coding?

Good ¥

Model risk scare Upload a previous model
- Please ensure any models uploaded have been
M Intellectual_Control [l Renderability generated from DIAGRAM
Choose custom model
60 Browse..

Custom Model Name

Add model

12

Default
Policy

95% - can never be perfect but we are
fortunate to have some real experts in
the digital preservation field.
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Question 2 — System security

40% - more work needs to be done
here as our IT resource and support
from the wider organisation is very
limited

Create your model

|
2. System_Security

Please answer the following question:

How would you rate the system security within your archive? Questions to consider when answering include... Do you have regular
security audits? Do you have appropriate IT support? Do you check for viruses on acquisition? Do server communications go
through a restrictive firewall? Is physical access to equipment appropri estricted? I3 server access restricted to specific
personnel? Is there permissions managemeant to archival systems? Do you ensure that no member of staff has access to all copies?

Good % the JISC digital skills survey
o= [0 ] 10 supports the
—— fzation toa
2 are
Model risk score Upload a previous model
- Pl dels uploaded have b
M Intellectual_Control [l Renderability Sas8 Ensure any mocels uploaged have besn

generated from DiAGRAM

Choose custom model

60 Browse..

Custom Model Name

Add model

THE

Default
Policy
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Question 3 - Checksums

= Yes-5%
» Self Generated - 90%
= No-5%

et - For some time we have been generating
5 checksums when we receive material and

Create your model

= performing fixity checks, and we are now
= - encouraging depositors to generate these
- themselves

generated from DIAGRAM
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Question 4 — Information Management

. 50% - we have some systems in place but it

A is a struggle keeping on top of their

T . oo model maintenance and they aren't really scalable
for the size of the collection now

4. Info_Management
Please answer the following question:

For all your files today, what proportion do you have sufficient internal information management systems in place to track the
preservation actions since acquisition?

Sufficient %
o) o

BN BN

Model risk score Upload a previous model

Please ensure any models uploaded have been

Intellectual_Control [l Renderability senerated from DIAGRAM

Choose custom model

60 Browse...

Custom Model Name
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Question 5 - Digital Object

Create your model

I
5. Digital_Object

Please anzwer the following question:
N f digital archive are the following?

Digitised (%)

Model
| | ol Il R ability
40
3
7] 29
23 —
0
Default
Policy

mmmmmmmmmmmmmmmmm

= Born_digital - 40%
= Digitised - 5%
= Surrogate - 55%

Compared to others we do have a lot of
born-digital material, though the majority

are surrogates.
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Question 6 - Storage Medium

A -0%
B -100%
- C-0%

S - We keep everything on LTO tapes, a stable
- | e storage medium

Create your model

Weat
Maodel risk score Upload a previous model
. Pleace ensure any models uplosded have been
W Intellectual Control Ml Renderabilty senerated from DiAGRAM
""""""""""""""""""""""""""""""""""""""""""" Choose custom model
60
Custom Madel Name
D40
3
(4] 29
20 17
,,,,,,,,,, 12 |
0
Default
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Question 7 - Replication and Refreshment

100% - we always have three copies of our
digital objects

Create your model

8. Op_Environment
Please answer the following question:

Do you have a copy of the material stored in a different geographical location? If not, do you have adequate mitigation strategies in
place in case of a floed? Factors to consider include building design, location of storage media within the building, having flash
flood doors and sandbags etc. Answer 0% only if all your copies are in the same location and you do not have adequate mitigations
in case of a flocd.

Yes %
= 200}
Next
Model risk score Upload a previous model
. Please ensure any models uploaded have been
M Intellectual_Control Il Renderability generated from DIAGRAN
Choose custom model
60 Browse...

Custom Model Name

Add model

THE

Default
Policy
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Question 8 - Operating Environment

100% - we have a separate copy of every
record held off-site

Create your model

8. Op_Environment
Please answer the following question:

Do you have a copy of the material stored in a different geographical location? If not, do you have adequate mitigation strategies in
place in case of a flood? Factors to consider include building design, location of storage media within the building, having flash
flood doors and sandbags etc. Answer 0% only if all your copies are in the same location and you do not have adequate mitigations
in case of a flood.

Yes %
o [ 200
Model risk score Upload a previous model
Please ensure any models uploaded have been
I Intellectual_Control [l Renderability generated from DAGRAM
Choose custom model
60 Brovise...

Custom Model Name

Add model

12
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Learn more about this area's flood risk

Select the type of flood risk information you're interested in. The map will then update.

| Extent of flooding vl | Enter a place or postcode

=]

Gowt Officos

Extent of flooding from rivers or the sea

. High . Medium Low Verylow ) Locationyou selected

Question 9 - Flood Risk

i

Important note: This model is still in development

& 1 Create your model

There will be further user interface changes and additions! functionality sdded as the project progresses. Any feedback to inform the future development would
be welcome - please s2nd your comments to 8 member of the project team.

Create your model

95
|
9. Physical_Disaster

Please answer the following question:

Based on the the Government's long term flood risk assesssment, how likely is it that your safest digital storage location will
experience a flood? Where the risk level varies for different risk types (i.e. flood risks from rivers or the sea, floed risks from
surface water, flood risks from reservoirs), please answer based on the highest result.

Click hera to check your flood risk

Risk rating from gov.uk

Model risk score - Upload a previous model -
. Please ensure any models uploaded have been
M Intellectual_Control [ll Renderability aonerated from DIAGRAM
"""""""""""""""""""""""""""""""""""""" Choose custom model
60 Browse. . o file selected

Custom Model Name

12

Default

https://flood-warning-information.service.gov.uk/long-term-

flood-risk/postcode TH E

Using the postcode BS23 1US we have a very low flood risk
NATIONAL
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https://flood-warning-information.service.gov.uk/long-term-flood-risk/postcode

Name model

» Enter a name for your model and click
“Name Model”

= this will be displayed as a label on
the graph, comparing your
situation to the default model

= The two risk profiles are shown side by
S side

= The default is based on “average”

Please ensure any models uploaded have been

:
s ey ol UK archive
Cl se custom m e

Intellectual_Control [l Renderability

= Can now click “"Create Model” and go
round to add a further model to graph

» Or upload a model you downloaded
previously
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Important note: This model is still in development

Create and compare different policies

Select model

Workshepl -

Select OAIS Function Entity
No nodes selected

Neone

Modes checklist

Sit_Preservstion
Checkzsum
Conditions_of_lUse
Content_Metadats
Cigital_Object
File_Format
Identity
Infa_Management
Integrity
Intellectusl_Control
Obzolescence
Op_Environment
Physical_Dizaster
Renderability
Rep_snd_Refresh
Storags_Life
Storage_Medium
Systermn_Security
Tech_Metadats
Technical_Skills
Tools_to_Render

o e o o

Compare Policies initial screen — our Workshopl model has been selected as the basis for comparison

There will be further user interface changes and additional fundionslity added as the project progresses. Any feedback to inform the future development would be welcome - please send your comments to a member of the project team.

M Intellectual_Control Il Renderability

60

Remove policy

Zelect policy to remove

Workshop1
Policy
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Policy 1.1 — better data management

Select model

Create and compare different policies

Intellectual_Control [ll Renderability

65

Here we use the OAIS Functional Entity option to
initially reduce the number of nodes under
consideration

Choose “Data Management”
Deselect "Digital Object”
Set “Content Metadata” to 100% - “Next”
Set “Info Management” Sufficient to 100% - “Next”
Set “Tech Metadata” Sufficient to 100%
“Enter policy name” — Policy1.1
Click "Add policy”

= Score improves by 26
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Policy 1.2 — retain metadata improvements, but poorer storage

Retain settings for Policy 1.1, but our offsite storage
contract has been cancelled

- 1 n (o) 1 n
Create and compare different policies
1) n M M 1 n
Select model = 0
kshop
1 M n" (o)
R e e mrey W S€T "Op ENVironment” to 0%
m Yes %
s00% 65 65 . 3
2 - 50 - " n" (o)

= “Enter policy name” — Policy1.2

39
. of_Use
ontent_Metadats Enter policy name
i‘g--j-l_cb_'ect eboria 20 . " . "
- B = Click "Add policy
nfa_l rent bRy 0
: ont

DDDDDDDDO
coowm

e T = Score decreases negligibly
Note that policies always shown in

g decreasing order of score

THE
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Policy 1.3 — staff turnover reduces skill levels

Select model

oooao
3 o a9

0@eoOD0O0OO0O0O0OO0OO0OCOO
R o o 3

Technical Skills

Create and compare different policies

Score

Intellectual_Control [l Renderability

65 65
60

39
40 2
20
3 .
]

Policy1.1 Policy1.2 Workshop1 Policy1.3
Policy

mave policy

ect policy to remove

Unfortunately our most skilled member of staff is
likely to leave, and it's unlikely any replacement will
have the same skill levels

= Select “Technical_Skills”

= Setto 50%

= “Enter policy name” — Policy1.3
= (Click "Add policy”

= Decrease score by 5 from Workshop 1
model, but notice it's all on the renderability
side.

Reset model THE
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Create and compare different policies

Select model

hecksum
Yes (%)
=]
Nodes checkl -
O Bit_Fresen, If Generated (%)
Checksum
O Conditi f
O Content,
0o No (%)
oF =
O 1d -
O in
Enter poli
Policyt.4
Add policy

DoOooO0OO0D0O0OD0O0O000
R R w e R 2

Score

60

Intellectual_Control [l Renderability

65 65

PI;,\IPI}IE arkshop Policy1.4Policy1.3
Paolicy

Policy 1.4 — stop generating checksums on receipt if not provided

We decide that if the depositor does not provide a
checksum with their materials, we will not generate
one either. Over time, this will lead to a greater

proportion of files for which we have no checksum

Select "Checksum”

Set Yes — 5%

Self_generated — 85%

No — 10%

"Enter policy name” — Policy1.4
Click "Add policy”

« Decrease score negligibly from Workshop 1
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View report

If we now click on 3. Report we see a
textual report of the scores and can also
choose to download various aspects of

ReEoll our work:

Select model .
: » The plot —save as an image

Comparing policies

e ot o » The model — a BIF file that we can

S reload into the model on another
occasion (so we can try further
policies more easily)

Score
-

= A policy — save details of an individual
policy
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Advanced customisation — probability tables

FVAVHED N beted 1T Wil el WG LW

= This page allows direct access to the

g:g@@ underlying probability tables for each node
LN = This gives a greater amount of control over

Qp Enwr:}nmeﬁ‘.t Fi’ep and Flefres)\ @smal Dtsa.ster Starage Medmm ’I‘echmcal Skllls Fle Fc\rrna) ({_ontent Metad_if,'i Itm} Managernern S@’stem Secuﬁrb‘ 6heck 9

~_] | [ / N potential model changes

L
“'*-s\"‘

étc-r age_ L_} @bsmes en.ce_- a,‘cols to Flendgr condmons of_Use Ide my\ ( teg

|/’

<\ | ‘T ﬁr = Requires greater understanding of the
P =y I W underlying model to be effective
\é.;:’.’_/f
Eeonderanity

Imagine we know a bit more about our specific
Frobaplln e _ | storage system, so amend the Bit_preservation

Default v

”'ml‘;” e e e s values for Integrity=No, Obsolescence=No,
Bit_Preservation h © conditens et e :::: :Z zj _:Iz:j | j— 1 1 o O
- o e ) Storage_Llfe Yes to B|t_Preservoat|on Yes to 60%
Rest o : - > == and Bit_Preservation=No to 40%
THE
Changed nodes Node probability

* Eit_Prezervation Conditional Probabilities for Node Bit_Preservation N u TI 0 NAL
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Advanced customisation — graphs

Changed nodes - Mode probability
o 1 B - T - Having updated one or more node probability
.l | tables, we can then save as a new model, or a
; : : policy.

w | n

= | |
Policy comparison Model comparison

I Intellectual_Control [ Renderability I Intellectual_Control [ Renderability The updated I‘ISk score W|” then be Shown on
the relevant graph again.

60 60

Score

20
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